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OIDH & CSIDH

Two different ways to instantiate;
1. Ordinary isogeny Diffie-Hellman (OIDH)
2. Supersingular isogeny Diffie-Hellman (CSIDH)

The idea for OIDH first by Couveignes in "96 [Cou06]
= Post-quantum security with very small keys [DKS18]
— (CSIDH almost identical but easier to instantiate [Cas+18]
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4. CSI-FiSh signatures [BKV19] smaller and faster (small p)
5. Bunch of cryptanalysis [BS18; Ber+19]

» Quantum subexponential attacks!

Lots of stuff coming out!
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State of SIDH / SIKE

(NIST level I security)

1. SIKE key encapsulation [Jao+]
> ~ 330-byte public keys / ciphertexts
> ~ 6.3ms for enc + dec (constant-time)

(Recall CSIDH has 64-byte pk and ~ 246 ms exchange)
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> ~ 200-byte public keys / ciphertexts
» ~ 9.5ms for enc + dec (constant-time)

3. Signatures large and slow [Yoo+17; GPS17]
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